Running head: WEB BROWSER, WEBSERVER AND TROUBLESHOOT   	                      1
WEB BROWSER, WEBSERVER AND TROUBLESHOOT     	                                              4




Web Browser, Webserver and Troubleshoot
Student’s Name
Instructor’s Name
Date

Web Browser, Webserver and Troubleshoot
Web browsers play an important role in making people access websites and mobile applications from the web servers. Therefore, for one to access all the information from the websites they will need a web browser such as chrome and a network connection. However, several processes and protocols are followed by a user entering the information required by the website to search from the server and send back the request to the browser (Babazadeh et al., 2015). A client will provide a request to the server and the server will respond to the client.
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	First, an individual has to specify a uniform resource locator (URL) in a browser and it will connect with the servers using the TCP/IP, where the Hypertext Transfer Protocol (HTTP) being typical in the TCP/IP auxiliary to the browser requirements and server replies. Nonetheless, there are several protocols in the TCP/IP which are considered to perform the identical role. The four layers of the TCP/IP are transport, application, network and internet layers (Goralski, 2017). Every layer in the TCP/IP has varying rules that control the standard stream of information as they move down the TCP/IP stack.
The application layer is in charge for providing mutual understandable language and arrangement among the diverse requests that run in several operating systems. The protocol used in the application layer is the HTTP and DNS protocols to link the server to the webserver on the net by sending web pages to the browser. This in turns translates the domain names into internet protocol (IP) address that processors can recognize respectively. The DNS plays a critical role when working with URLs because people will search using readable words that they can understand at the same time the DNS will convert the information used to that understood by the computer. 
Similarly, the transport layer performs a crucial function of conveying the start to the end points port numbers used for addressing. Although several port numbers are ranging from 1-65 535, the web will automatically use port 80 for HTTP (Zheng, 2017). The purpose of providing every application with an exceptional port number is to enable the transport layer to know which data should be given to which application when it receives data. For instance, when an individual has several browser pages running, every page will be searching a different website hence every window will be assigned a unique port number to allow the person to search a different site in a different window without getting opposite results. Thus, when TCP linking started to the server over port 80 using the internet protocol address issues in the DNS, the browser will make a DNS lookup demand in translating URL to the required IP address. 
 Furthermore, internet layer will provide the networking functions by allowing the transfer, getting and routing of information. Moreover, network layer always comprises the Network Interface Card (NIC) as well as physical connection to it. Besides, the layer uses the Media Access Control (MAC) address when determining a permanent address. Therefore, when the server has finished the acknowledgment of the TCP joining in its side, the browser will be sending a HTTP request to the given server in getting a specific site. The server will then reply to the request where the browser will have to retrieve the message from the HTTP packets and presents it to the browser. Additionally, the browser also has vast information about the website that is saved for instance the cookies.
Fing app is an application program used to scan the IP network. When one searches something on the browser, they sometimes encounter network error without realizing the problem in their network. Fing App plays a crucial role in performing network troubleshooting to identify the network problem. Similarly, Fing App identifies all the devices in the network that may interfere with the network connection by presenting both the MAC and IP addresses (Male et al., 2018). The use of Fing App and Fingbox can also help a user to limit the outbound connections and still ensure minimum functionality because fingbox can reach any IP address on the TCP ports such as 80 and 443.
There is a significant point between the server and the person using the browser for that reason making the network to be a critical part of surfing the internet. According to Rahman et al. (2016), to get better visibility into the complex network problems it is important to troubleshoot the network and firewall using NMAP tool to understand the issues that arise in the routes between the server and the user in the browser.  
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Clients and servers

Computers connected to the web are called clients and servers. A simplified diagram of how
they interact might look like this:

requests

responses

« Clients are the typical web user's internet-connected devices (for example, your computer
connected to your Wi-Fi, or your phone connected to your mobile network) and web-
accessing software available on those devices (usually a web browser like Firefox or
Chrome).




